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EXECUTIVE SUMMARY

Money laundering has a long and ancient history. From the 
age of gold coinage to today’s technologically advanced 
banking system, it has continually evolved to survive and 
thrive in the changing times. 

For years, it had predominantly been the fail-safe domain 
of drug cartels. Since 9/11, however, laundering money 
has become a lot harder than it used to be. In an effort to 
tighten the noose around terrorists using laundered funds 
to launch an attack, the American government has made 
each iteration of anti-money laundering (AML) legislation 
more complex: Standards are higher, and penalties for 
failure to comply are harsher. However, even today, many 
SJ�XLI�HIXEMPW�VIQEMR�ZEKYI��QEOMRK�MX�HMJƤGYPX�JSV�FEROW�
XS IJJIGXMZIP]�GSQTP]�[MXL�A1L�VYPIW.�

Banks are also now responsible for “know your customer” 
�/='
�GSQTPMERGI�ERH�RIIH�XS�ƤRH�XIGLRSPSKMGEP�WSPYXMSRW�
to do this, especially since several vulnerabilities still exist 
within the banking system.

In addition, as AML legislation has become more complex, 
ƤRIW�JSV�JEMPYVI�XS�GSQTP]�LEZI�MRGVIEWIH�WMKRMƤGERXP].�
BIX[IIR������ERH�������XLI�97�KSZIVRQIRX�ƤRIH�FEROW�
E XSXEP�SJ���.��FMPPMSR.�

TS�EZSMH�WXIIT�ƤRIW�ERH�VIQEMR�GSQTPMERX��FEROW�EVI�
expected to know who is opening an account and the 
level of risk that each person presents. And in order to 
proactively combat fraudsters, banks have to invest in 
MHIRXMX]�ZIVMƤGEXMSR�[LMPI�WXMPP�SJJIVMRK�GYWXSQIVW�XLI�
seamless digital banking experience that they demand. 

Mobile phones offer a variety of solutions for identifying 
customers and assessing their risk. Remote ID 
ZIVMƤGEXMSR��GSQFMRIH�[MXL�QSFMPI�HIZMGIW�SJJIVW�ER�

elegant solution for complying KYC regulations without 
inconveniencing customers. 

Ultimately there are a variety of tools banks can use for 
MHIRXMX]�ZIVMƤGEXMSR�SR�XLI�QEVOIX��LS[IZIV��RSX�EPP�SJ�XLIQ�
are created equal. It is up to banks to determine which 
tools best serve their compliance needs without disrupting 
the lives of their customers. After all, with growth of 
terrorism, AML regulations will only continue to get stricter.
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INTRODUCTION
T,E�,-7T36=�3*�132E=�LA92(E6-2+

TLI�ƤVWX�VIGSVHW�SJ�QSRI]�PEYRHIVMRK�HEXI�FEGO�XS�ERGMIRX�
China, when merchants hid their economic activities from 
the government since many forms of commercial trade 
were banned.7 The term itself dates back to the 1920s 
during the American Prohibition, when gangsters such as 
AP�'ETSRI�STIRIH�PEYRHVSQEXW�XS�QM\�XLI�TVSƤXW�SJ�XLIMV�
MPPIKEP�FYWMRIWW�JVSQ�WIPPMRK�EPGSLSP�[MXL�PIKMXMQEXI�TVSƤXW�
from laundry.8

Today, the proliferation of new and easy payment 
technologies means it’s even easier for individuals to 
transfer sums of money across borders. A plethora of 
payment methods also means an excess of creative ways 
to transfer money illegally. 

(YVMRK�XLI�TEWX����]IEVW��XLIVIŭW�FIIR�E�ƥYVV]�SJ�A1L�
activity. Modern legal enforcement of money laundering in 
the United States started with the Bank Secrecy Act (BSA) 
SJ�3GXSFIV���������.ȸ�TLI�B7A�MRMXMEPP]�VIUYMVIH�ƤRERGMEP�
institutions (FIs) to help the American government prevent 
ERH�HIXIGX�QSRI]�PEYRHIVMRK.�AX�ƤVWX��SRI�SJ�XLI�QEMR�
JSGYWIW�SJ�A1L�PE[W�[EW�XLI�;EV�SR�(VYKW.�TLI�B7A�
mandated FIs to keep a registry of customers’ transactions 
and report transactions over a certain threshold as well as 
any suspicious transactions. These requirements meant 
that banks had to have a better knowledge of their clients, 
and the requirements became known as KYC procedures.10

However, after 9/11, AML programs shifted their focus 
to terrorists — who could wreak more havoc using fewer 
dollars — making it even more critical for banks and non-
FERO�ƤRERGMEP�IRXMXMIW�XS�YRHIVWXERH�[LS�XLIMV�GYWXSQIVW�
EVI.�TLI�97A�4AT6-3T�AGX�SJ������I\TERHIH�XLI�WGSTI�
of AML programs11 and made regulations on suspicious 
EGXMZMX]�VITSVXW��GYWXSQIV�MHIRXMƤGEXMSR�TVSKVEQW�ERH�
customer due diligence (CDD) more stringent.

That was just the beginning of a worldwide movement to 
crack down on the illegal movement of money between 
TEVXMIW.�*SV�I\EQTPI��XLI�EYVSTIER�9RMSR��E9
�IREGXIH�XLI�
fourth iteration of its Anti-Money Laundering Directive (the 
A1L(�-:
��[LMGL�YTHEXIH�XLI�E9�VIKYPEXMSRW�XS�FI�QSVI�
in line with those of the U.S..12�APP�E9�QIQFIV�WXEXIW�QYWX�
FI�GSQTPMERX�[MXL�XLI�RI[�QERHEXIW�F]�.YRI���������.�
The new regulation requires banks and FIs to assess each 

�ŝ�1SVVMW�'SXXIVMPP�2.�1SRI]�LEYRHIVMRK�6MWO�1EREKIQIRX�ERH�'SQTPMERGI.�
http://www.countermoneylaundering.com/public/content/brief-history-money-

laundering. 

�ŝ�;LEX�-W�1SRI]�LEYRHIVMRK#�AFSYX�BYWMRIWW�'VMQI�7SPYXMSRW�-RG.�https://www.

moneylaundering.ca/public/law/what_is_ML.php.

�ŝ�4YFPMG�LE[���������3GX.���������
.�9.7.�+SZIVRQIRX�4YFPMWLMRK�3JƤGI.�https://

[[[.KTS.KSZ�JHW]W�TOK�7TAT9TE����THJ�7TAT9TE����4K������.THJ.

��ŝ�6SXL�.��+VIIRFYVK�(��;MPPI�7.�1SRSKVETL�SR�TIVVSVMWX�*MRERGMRK��7XEJJ�6ITSVX�XS�
XLI�'SQQMWWMSR.�2EXMSREP�'SQQMWWMSR�SR�TIVVSVMWX�AXXEGOW�9TSR�XLI�9RMXIH�
States. http://govinfo.library.unt.edu/911/staff_statements/911_TerrFin_

Monograph.pdf.

��ŝ�9.7.�'SQQSHMX]�*YXYVIW�TVEHMRK�'SQQMWWMSR.�ARXM�1SRI]�LEYRHIVMRK.�http://

[[[.GJXG.KSZ�-RHYWXV]3ZIVWMKLX�ARXM1SRI]LEYRHIVMRK�MRHI\.LXQ.

��ŝ�4['.�Ű1L�KPSFEP�EPMKRQIRX��T[S�WXITW�JSV[EVH��SRI�WXIT�FEGO.�����.�http://www.

T[G.GSQ�YW�IR�ƤRERGMEP�WIVZMGIW�VIKYPEXSV]�WIVZMGIW�TYFPMGEXMSRW�EWWIXW�EQP�
global-alignment.pdf.

http://www.countermoneylaundering.com/public/content/brief-history-money-laundering
http://www.countermoneylaundering.com/public/content/brief-history-money-laundering
https://www.moneylaundering.ca/public/law/what_is_ML.php
https://www.moneylaundering.ca/public/law/what_is_ML.php
https://www.gpo.gov/fdsys/pkg/STATUTE-84/pdf/STATUTE-84-Pg1114-2.pdf
https://www.gpo.gov/fdsys/pkg/STATUTE-84/pdf/STATUTE-84-Pg1114-2.pdf
http://www.cftc.gov/IndustryOversight/AntiMoneyLaundering/index.htm
http://www.cftc.gov/IndustryOversight/AntiMoneyLaundering/index.htm
http://www.pwc.com/us/en/financial-services/regulatory-services/publications/assets/aml-global-alignment.pdf
http://www.pwc.com/us/en/financial-services/regulatory-services/publications/assets/aml-global-alignment.pdf
http://www.pwc.com/us/en/financial-services/regulatory-services/publications/assets/aml-global-alignment.pdf
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GYWXSQIVŭW�VMWO�TVSƤPI��WLMJXMRK�XLI�FYVHIR�SJ�GSQTPMERGI�SR�
FIs to be proactive about identifying risky customer behavior.

+MZIR�XLI�VETMHP]�IZSPZMRK�TEGI�SJ�HMKMXEP�TE]QIRXW��XLMW�MW�
likely only a harbinger of things to come. FIs can expect 
regulators to clamp down further as governments are forced 
to cope with the creative ways in which new technologies 
can be used and abused. FIs in the U.S. will be no exception, 
given the gaps now present in the existing regulations.13 For 
I\EQTPI��E�(IGIQFIV������WXYH]�F]�LI\MW2I\MW�JSYRH�XLEX�
while most banks already ask for the identity of account 
owners, only half verify their actual identity.14

4=12T7��MR�GSRNYRGXMSR�[MXL�1MXIO��LEW�TVSHYGIH�XLMW�
special report, which examines the evolution of money 
laundering, the state of play in the regulatory arena, and 
how these existing vulnerabilities and application of new 
XIGLRSPSKMIW�QE]�MRƥYIRGI�XLI�EGXMSRW�SJ�MRRSZEXSVW�XS�
help ensure compliance.

INTRODUCTION:
THE HISTORY OF MONEY LAUNDERING

��ŝ�*MRERGMEP�AGXMSR�TEWO�*SVGI.�ARXM�QSRI]�PEYRHIVMRK�ERH�GSYRXIV�XIVVSVMWX�
ƤRERGMRK�QIEWYVIW���9RMXIH�7XEXIW.�����.�LXXT���[[[.JEXJ�KEƤ.SVK�QIHME�JEXJ�
HSGYQIRXW�VITSVXW�QIV��1E6�9RMXIH�7XEXIW�����.THJ.

��ŝ�6YFIRJIPH�7.�'VMXMGW�*MRH�*PE[W�MR�9.7.�*MRERGMEP�TVERWTEVIRG]�6YPI.�TLI�;EPP�
7XVIIX�.SYVREP.�1E]��������.�LXXT���FPSKW.[WN.GSQ�VMWOERHGSQTPMERGI������������
GVMXMGW�ƤRH�ƥE[W�MR�Y�W�ƤRERGMEP�XVERWTEVIRG]�VYPI�.

http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/MER-United-States-2016.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/MER-United-States-2016.pdf
http://blogs.wsj.com/riskandcompliance/2016/05/09/critics-find-flaws-in-u-s-financial-transparency-rule/
http://blogs.wsj.com/riskandcompliance/2016/05/09/critics-find-flaws-in-u-s-financial-transparency-rule/
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EWXMQEXMRK�XLI�EQSYRX�SJ�QSRI]�XLEX�MW�PEYRHIVIH�KPSFEPP]�
MW�HMJƤGYPX.�TLI�PEWX�IWXMQEXI�[EW�HSRI�F]�XLI�9RMXIH�2EXMSRW�
�92
�MR�������YTHEXMRK������WXEXMWXMGW.�AGGSVHMRK�XS�XLI�92��
FIX[IIR��.��ERH���TIVGIRX�SJ�XLI�+(4�MW�EX�VMWO�SJ�FIMRK�
laundered, roughly the same statistics from 1998. However, 
PIWW�XLER���TIVGIRX�SJ�XLIWI�JYRHW�EVI�WIM^IH�ERH�JVS^IR.15 

TLI�9.7.�TVIEWYV]�(ITEVXQIRX�LEW�MHIRXMƤIH�XLI�JSPPS[MRK�
money laundering vulnerabilities in the U.S.’ banking sector��:

• Structuring: Structuring involves dividing 
large transactions into several smaller 
ones to avoid the BSA’s threshold. Some 
of these techniques are used by Mexican 
drug cartels to funnel drug proceeds to the 
7SYXL[IWX�FSVHIV�VIKMSR�EW�E�ƤVWX�WXIT�JSV�
smuggling cash into Mexico.

• Misuse of correspondent banking 
services: Frequently, when transactions 
cross international borders, banks keep 
limited records, which means some 
EGGSYRXW�ERH�XVERWEGXMSRW�GER�ƥ]�YRHIV�
the radar and be used to launder money. 

• Misusing prepaid debit cards: These cards 
can function as an alternative to cash. 
They can easily be purchased and  
 

then cashed, similar to money orders and 
travelers’ checks.

• Nominees and misuse of legal entities: 
This refers to using a bank account under 
someone else’s name or a business’ name 
to transfer or keep illegal funds. However, 
this can be prevented using basic and 
advanced KYC methods. 

• Money brokers:�-R�ATVMP�������XLI�9.7.�
TVIEWYV]�EPIVXIH�ƤRERGMEP�MRWXMXYXMSRW�XLEX�
U.S. currency smuggled into Mexico often 
made its way back into the U.S. through 
U.S. correspondent accounts held by 
Mexican banks and currency exchangers. 

• Trade-based money laundering: 
Restrictions on money brokers led some 
cartels to mix their legal and illegal 
businesses in order to disguise the origin 
of their illegal income.

• Misuse of third-party payment processors: 
Since 2005, the U.S. Treasury has issued 
warnings about unscrupulous third-party 
payment processors, which have been 
associated with not only money laundering, 
but also identity theft and fraud.

However, these are just the vulnerabilities in the banking 
WIGXSV.�3XLIV�WIGXSVW�WYGL�EW�QSRI]�WIVZMGIW��GEWMRSW�ERH�
securities markets all have their own vulnerabilities, which 
are frequently exploited. It is very likely that the U.S. will be 
drafting more regulation in the future to address these gaps.

VULNERABILITIES WITHIN  
THE BANKING SYSTEM

��ŝ�9RMXIH�2EXMSRW�3JƤGI�SR�(VYKW�ERH�'VMQI.�EWXMQEXMRK�-PPMGMX�*MRERGMEP�*PS[W�
6IWYPXMRK�JVSQ�(VYK�TVEJƤGOMRK�ERH�3XLIV�TVERWREXMSREP�3VKERM^IH�'VMQIW.�����.�
LXXT���[[[.YRSHG.SVK�HSGYQIRXW�HEXE�ERH�EREP]WMW�7XYHMIW�-PPMGMXCƤRERGMEPC
ƥS[WC����C[IF.THJ.

��ŝ�(ITEVXQIRX�SJ�XLI�TVIEWYV].�2EXMSREP�1SRI]�LEYRHIVMRK�6MWO�AWWIWWQIRX�
����.�;EWLMRKXSR��(.'.�https://www.treasury.gov/resource-center/terrorist-

MPPMGMX�ƤRERGI�(SGYQIRXW�2EXMSREP	��1SRI]	��LEYRHIVMRK	��6MWO	��
AWWIWWQIRX	��	E�	��	��	������������.THJ.

http://www.unodc.org/documents/data-and-analysis/Studies/Illicit_financial_flows_2011_web.pdf
http://www.unodc.org/documents/data-and-analysis/Studies/Illicit_financial_flows_2011_web.pdf
https://www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/National%20Money%20Laundering%20Risk%20Assessment%20%E2%80%93%2006-12-2015.pdf
https://www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/National%20Money%20Laundering%20Risk%20Assessment%20%E2%80%93%2006-12-2015.pdf
https://www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/National%20Money%20Laundering%20Risk%20Assessment%20%E2%80%93%2006-12-2015.pdf
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PAYING THE PRICE
;,AT�,A44E27�;,E2�BA2/7�*A-L�T3�'314L=

Fines for non-compliant banks have been increasing 
WMKRMƤGERXP]�Ū�ERH�MR�EPP�TVSFEFMPMX]�ƤRIW�[MPP�GSRXMRYI�
to increase in the future as AML restrictions tighten. 
AGGSVHMRK�XS�XLI�9.7.�+A3��XLI�9.7.�KSZIVRQIRX�ƤRIH�
FEROW���.��FMPPMSR�MR�XSXEP�FIX[IIR������ERH�����.17 
BIX[IIR������ERH�.ERYEV]�������QSVI�XLER�����FMPPMSR�
MR ƤRIW�[IVI�ERRSYRGIH.

Failure to comply with AML regulations has not only 
affected banks, but also other institutions. In the gambling 
businesses, for instance, some of the most notable failures 
[IVI��'EIWEVW�ERXIVXEMRQIRX�'SVT.��[LMGL�[EW�ƤRIH���.��
QMPPMSR�JSV�HIƤGMIRX�A1L�GSRXVSPW18, Trump Taj Mahal 
GEWMRS��[LMGL�[EW�ƤRIH�����QMPPMSR�JSV�ZMSPEXMRK�XLI�B7A�
“program reporting and record-keeping requirements,” 19 
ERH�XLI�TMRMER�(]REWX]�,SXIP�
�'EWMRS�XLEX�[EW�ƤRIH�����
QMPPMSR�F]�XLI�*MR'E2.20

TEFPI���WYQQEVM^IW�WSQI�SJ�XLI�QSWX�RSXEFPI�ƤRIW�SZIV�
the past few years. 

TLI�XSXEP�EQSYRX�ƤRIH�WMRGI������VITVIWIRXW�NYWX�E�
fraction of money that has been laundered over the years. 
However, with tightening regulations, the list of institutions 
FIMRK�ƤRIH�MW�RS[�UYMGOP]�WXEVXMRK�XS�KVS[�PSRKIV.

Table 1. Important AML Fines since 2009

Case Year Fine Description

;EGLSZME�BERO 2010 ����M Internal controls failed, 
IREFPMRK�HVYK�XVEJƤGOIVW�XS�
launder money

Royal Bank of 
Scotland

2010 ����M Failed to disclose identity 
information of sanctioned 
parties for 3,500 transactions 
ZEPYIH�EX������QMPPMSR

HSBC Bank 2012 ��.��B Set up offshore accounts for 
drug cartels and suspected 
GVMQMREPW�MR�2I[�.IVWI]�
between 2003 and 2010

1SRI]+VEQ 2012 ����M Aided and abetted criminal wire 
fraud and failed to maintain an 
effective AML program

JP Morgan 2014 ��B Failed to report suspicious 
Bernie Madoff investments

'SQQIV^FERO 2015 ��.��B Did business with Iran and 
other sanctioned countries and 
failed to implement adequate 
AML controls

Deutsche Bank 2015 ����M 'PIEVIH����.��FMPPMSR�
transactions between 1999 and 
�����YWMRK�ŰRSR�XVERWTEVIRX�
methods and practices”

Tinian Dynasty 
Hotel & Casino

2015 ���M The casino operated for years 
without an AML program. It 
JEMPIH�XS�ƤPI�XLSYWERHW�SJ�
CTRs and its management 
willfully facilitated suspicious 
transactions and even provided 
helpful hints for skirting and 
avoiding the laws in the U.S. and 
overseas.

Deutsche Bank21 ���� ���B Allegedly mis-sold bonds prior 
XS�XLI������ƤRERGMEP�GVMWMW

Agricultural 
Bank of China

���� ����M 3FWGYVIH�GPIEVMRK�HYFMSYW�
transactions, including 
counterfeiting and falsifying 
invoices and omitting 
information regarding possible 
U.S. dollar trades

Mega 
International 
Bank

���� ����M Inconsistent transaction 
monitoring policies and 
procedures, failed to properly 
conduct CDD and had 
inadequate risk assessment 
policies and procedures

;IWXIVR�9RMSR 2017 ����M Turned a blind eye on criminals 
using its services to commit 
money laundering and fraud

��ŝ�+SZIVRQIRX�AGGSYRXEFMPMX]�3JƤGI.�*MRERGMEP�-RWXMXYXMSRW��*MRIW��4IREPXMIW�ERH�
*SVJIMXYVIW�JSV�:MSPEXMSRW�SJ�*MRERGMEP�'VMQIW�ERH�7ERGXMSRW�6IUYMVIQIRXW.�����.�
LXXT���KES.KSZ�EWWIXW�����������.THJ.

��ŝ�3ŭ/IIJJI�/.�'EIWEVW�*MRIH���.��1MPPMSR�3ZIV�LE\�1SRI]�LEYRHIVMRK�'SRXVSPW.�TLI�
;EPP�7XVIIX�.SYVREP.�7ITXIQFIV��������.�LXXTW���[[[.[WN.GSQ�EVXMGPIW�Y�W�ƤRIW�
caesars-8-million-over-money-laundering-controls-1441721034.

��ŝ�BVMGOPI]�4.�TVYQT�TEN�1ELEP�7IXXPIW�3ZIV�ARXM�1SRI]�LEYRHIVMRK�:MSPEXMSRW.�TLI�
;EPP�7XVIIX�.SYVREP.�*IFVYEV]���������.�https://www.wsj.com/articles/trump-taj-

QELEP�WIXXPIW�SZIV�ERXM�QSRI]�PEYRHIVMRK�ZMSPEXMSRW�����������.

��ŝ�,YHEO�7.�*MR'E2�*MRIW�TMRMER�(]REWX]�,SXIP�
�'EWMRS�����1MPPMSR�JSV�EKVIKMSYW�
ARXM�1SRI]�LEYRHIVMRK�:MSPEXMSRW.�*MR'E2.�.YRI��������.�LXXTW���[[[.ƤRGIR.
KSZ�RI[W�RI[W�VIPIEWIW�ƤRGIR�ƤRIW�XMRMER�H]REWX]�LSXIP�GEWMRS����QMPPMSR�
egregious-anti-money.

��ŝ�TLMW�MW�WXMPP�ER�SRKSMRK�GEWI��ERH�XLI�TIREPX]�LEW�RSX�FIIR�PIZMIH�]IX.

AML, anti-money laundering; CDD, customer due diligence;  
SAR, Suspicious Activity Report.

http://gao.gov/assets/680/675987.pdf
https://www.wsj.com/articles/u-s-fines-caesars-8-million-over-money-laundering-controls-1441721034
https://www.wsj.com/articles/u-s-fines-caesars-8-million-over-money-laundering-controls-1441721034
https://www.wsj.com/articles/trump-taj-mahal-settles-over-anti-money-laundering-violations-1423669834
https://www.wsj.com/articles/trump-taj-mahal-settles-over-anti-money-laundering-violations-1423669834
https://www.fincen.gov/news/news-releases/fincen-fines-tinian-dynasty-hotel-casino-75-million-egregious-anti-money
https://www.fincen.gov/news/news-releases/fincen-fines-tinian-dynasty-hotel-casino-75-million-egregious-anti-money
https://www.fincen.gov/news/news-releases/fincen-fines-tinian-dynasty-hotel-casino-75-million-egregious-anti-money
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PAYING THE PRICE
;,AT�,A44E27�;,E2�BA2/7�*A-L�T3�'314L=

7SQI�SXLIV�VIKYPEXIH�MRWXMXYXMSRW�ƤRIH�HYVMRK�XLMW�TIVMSH�
include the following:

Case Year Fine
Pamrapo Savings 2010 ��M

3GIER�BERO 2011 ���M

AAA Cash Advance 2012 ��.��M

3TTIRLIMQIV�
�'S. 2015 ���M

'SQQIVGI;IWX�BERO 2015 ��.�M

Bank of Mingo 2015 ��.�M

Caesars 
ERXIVXEMRQIRX�'SVT

2015 ��.�M

Trump Taj Mahal 2015 ���M

Credit Suisse 
Securities

���� ���.�M

Standard Chartered 
Bank

���� ��.�M

*PSVMHE�+MFVEPXEV�BERO ���� ��M

,E[EMMER�+EVHIRW�
Casino

���� ��.�M

Swedbank AS ���� ��.��M

+EPE�'SVEP ���� £850,000
Banco Santander ���� ��.�M

Paddy Power ���� ��00,000

KYC requirements for AML compliance
7S�[LEX�HSIW�MX�XEOI�RSX�XS�KIX�ƤRIH#�/='�MW�XLI�OI]�
to compliance. The Financial Action Task Force, an 
intergovernmental body, recommends that KYC and 
'(( QIEWYVIW�WLSYPH�MRGPYHI�XLI�JSPPS[MRK22:

• Identifying the customer and verifying
customer identity

• Identifying the account owner

• Understanding and obtaining information
on the purpose and intended nature of the
business relationship

• ERWYVMRK�XLVSYKL�SRKSMRK�EREP]WMW�XLEX�
transactions are “consistent with the
institution’s knowledge of the customer,
XLIMV�FYWMRIWW�ERH�VMWO�TVSƤPI��MRGPYHMRK��
where necessary, the source of funds”

• 3XLIV�TMIGIW�SJ�XLI�/='�TVSGIWW�MRZSPZI�
background checks for criminal records,
political exposure and country of
GMXM^IRWLMT.�TLI�I\XIRX�SJ�XLIWI�QIEWYVIW�
should depend on the amount of risk each
customer or business transaction presents.

However, there’s no standard for implementing KYC, nor 
are there mandated technologies to ensure KYC is carried 
out. Meanwhile, KYC guidelines are vague but accompanied 
F]�LEVWL�ƤRIW�JSV�JEMPYVI�XS�GSQTP].�BEROW�LEZI�E�WXVSRK�
incentive to comply, but what they should do is unclear, and 
there are a variety of options to choose from.

��ŝ�HI�/SOIV�L.�ARSR]QSYW�'PMIRXW��-HIRXMƤIH�'PMIRXW�ERH�XLI�7LEHIW�MR�BIX[IIR�
ũ�4IVWTIGXMZIW�SR�XLI�*AT*�A1L�'*T�7XERHEVHW�ERH�1SFMPI�BEROMRK.�7762.�
September 4, 2009. LXXTW���WWVR.GSQ�EFWXVEGX!������� and http://dx.doi.

SVK���.�����WWVR.�������.

https://ssrn.com/abstract=2634305
http://dx.doi.org/10.2139/ssrn.2634305
http://dx.doi.org/10.2139/ssrn.2634305
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FIGHTING BACK
/='�TE',23L3+-E7

The most traditional form of KYC is having a customer go 
XS�E�FERO�XS�KIX�XLIMV�TIVWSREP�MHIRXMƤGEXMSR�HSGYQIRXW�
ZIVMƤIH.�,S[IZIV��XLEXŭW�NYWX�XLI�ƤVWX�WXIT��ERH�MR�XLMW�
day and age of internet banking, KYC technologies cover 
several different bases behind the scenes, including:

• Knowledge-based authentication (KBA):
Users must answer personal questions
as they log into their accounts, making
MX�QYGL�QSVI�HMJƤGYPX�JSV�JVEYHWXIVW�XS�
crack accounts. However, in many cases,
MXŭW�RSX�HMJƤGYPX�JSV�JVEYHWXIVW�XS�ƤRH�
KBA publicly listed, such as birthdates
SV GSPPIKI�EPQE�QEXIVW.

• Sanctions check tools: These compare
potential customer lists to government
lists of politically exposed persons, as well
as people with criminal track records.

• Credit data:�TLIWI�XSSPW�EREP]^I�E�
customer’s credit data and calculate the
amount of risk they represent.

• Analytics solutions: These Big Data
solutions, whether provided by an external
vendor or internally engineered, can

EREP]^I�GYWXSQIV�XVERWEGXMSR�HEXE�ERH�
ƥEK�YRYWYEP�FILEZMSV�TEXXIVRW�WYGL�EW�
transactions coming from or going to an 
atypical location. However, these tools are 
not perfect and can often make customers’ 
PMZIW�QSVI�HMJƤGYPX.�*SV�I\EQTPI��MJ�E�
customer is traveling and doesn’t notify 
their FI, their transaction might be declined 
because it’s “fraudulent.”

• Data bureaus: These are solutions that
involve collaboration between several
institutions that share information about
their customers. Therefore, they work as
a tool to enlarge databases and gather
information about company customers.
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WHY ARE AML REGULATIONS
GETTING STRICTER — 
A2(�;-LL�T,E=�'32T-29E�T3�(3�73#

A1L�SVMKMREPP]�WXEVXIH�EW�TEVX�SJ�XLI�;EV�SR�(VYKW.�
However, after 9/11, AML shifted its purpose to focus on 
preventing terrorism, where the stakes were much higher. 
;LMPI�HVYK�GEVXIPW�[IVI�TVMQEVMP]�JSGYWIH�SR�QEOMRK�
money, with violence occurring as a side product, the 
HMVIGX�EMQ�SJ�XIVVSVMWQ�[EW�XS��[IPP��XIVVSVM^I.�TIVVSVMWXW�
reverse money laundering. Drug cartels try to make illegally 
SFXEMRIH�QSRI]�PSSO�PIKEP�WS�XLI]�GER�WTIRH�MX��XIVVSVMWXW�
try to take legal funds and spend them on illegal activities. 
Terrorists, without doubt, are capable of wrecking havoc 
[MXL�JI[IV�VIWSYVGIW.�BIX[IIR������ERH�������XIVVSVMWQ�
resulted in 130,000 deaths.23 By 2014, there were nine times 
the number of terrorist attacks that there were in 2000,24 
ERH�MR�������XIVVSVMWX�EXXEGOW�[IVI�E�RIEV�HEMP]�SGGYVVIRGI�
across the globe.25 Strict AML regulation is no longer just 
about money laundering — it’s also about maintaining the 
safety of society. 

EYVSTIŭW�VIGIRX�YTHEXI�XS�XLIMV�A1L�VIWYPXIH�MR�WMKRMƤGERXP]�
stricter regulations, which mirror America’s AML programs, 
which were expanded after 9/11. The new AML regulations 
(which place a higher burden on banks) focus on ensuring 
that banks know exactly who is opening and accessing 
accounts, and can calculate the level of risk they present. 
;LMPI�XLI�VIKYPEXMSRW�HSRŭX�TVSZMHI�QYGL�MR�XLI�[E]�SJ�
KYMHERGI��XLI]�HS�GSQI�[MXL�LIEZ]�ƤRIW��MQTP]MRK�E�ŰRS�
excuses” approach. 

Despite existing KYC technologies in place, banks are still 
ZYPRIVEFPI.�AW�I\IQTPMƤIH�MR�TEFPI���IEVPMIV�MR�XLMW�VITSVX��
several of the banks listed, such as Mega Bank, had AML 
procedures in place, yet these procedures failed them. 
-R�JEGX��FEROW�EVI�TVSNIGXIH�XS�WTIRH����FMPPMSR�SR�A1L�
in 2017, and an American Bankers Association survey 
JSYRH�XLEX����TIVGIRX�SJ�WQEPP�FEROW�WEMH�XLI]�LEH�XS�
reduce their products and services because of compliance 
costs.�� Banks are clearly trying, but what they are doing 
isn’t working. 

+MZIR�XLI�RYQFIV�SJ�FEROW�XLEX�LEZI�FIIR�WPETTIH�[MXL�
ƤRIW�YRHIV�I\MWXMRK�A1L�VIKYPEXMSRW��MX�MW�HSYFXJYP�A1L�
MW KSMRK�E[E]�ER]XMQI�WSSR.

��ŝ�7XEXMWXE.�*EGXW�ERH�WXEXMWXMGW�SR�XIVVSVMWQ.�https://www.statista.com/

XSTMGW������XIVVSVMWQ�.

��ŝ�'SWXE�6SFIVXW�(.���WYVTVMWMRK�JEGXW�JVSQ�XLI������+PSFEP�TIVVSVMWQ�-RHI\.�4B7.�
2SZIQFIV���������.�http://www.pbs.org/newshour/rundown/4-surprising-facts-

from-the-2015-global-terrorism-index/.

��ŝ�(SVVIPP�3.������EPVIEH]�QEVVIH�F]�RIEVP]�HEMP]�XIVVSV�EXXEGOW.�97A�TSHE].�.YRI�����
����.�LXXT���[[[.YWEXSHE].GSQ�WXSV]�RI[W�[SVPH������������QENSV�XIVVSVMWX�
EXXEGOW�]IEV����������.

��ŝ�4IPEI^�'.�A1L�'SQTPMERGI�'SWXW�Ū�,S[�1YGL�-W�ERSYKL#�+PSFEP6EHEV.GSQ.�
https://www.globalradar.com/aml-compliance-costs-how-much-is-enough/.

https://www.statista.com/topics/2267/terrorism/
https://www.statista.com/topics/2267/terrorism/
http://www.pbs.org/newshour/rundown/4-surprising-facts-from-the-2015-global-terrorism-index/
http://www.pbs.org/newshour/rundown/4-surprising-facts-from-the-2015-global-terrorism-index/
http://www.usatoday.com/story/news/world/2016/06/29/major-terrorist-attacks-year/86492692/
http://www.usatoday.com/story/news/world/2016/06/29/major-terrorist-attacks-year/86492692/
https://www.globalradar.com/aml-compliance-costs-how-much-is-enough/


p. 10

However, mobile phones present a plethora of exciting 
TSWWMFMPMXMIW�JSV�ZIVMƤGEXMSR�ERH�EWWIWWMRK�GYWXSQIV�VMWO.�
These include:

• Geolocation and carrier network data: This
GER�FI�YWIH�XS�ƤKYVI�SYX�[LIVI�E�TLSRI�
is located and what service a phone uses,
which is useful for identifying risk level but
provides very little in the way of actually
verifying the owner’s identity.

• Biometric data: Biometric authentication
detects a physical characteristic of the
phone user, such as voice, digital prints
or facial characteristics, and compares
them with characteristics stored in a
database. However, implementing this
requires a lot of effort on the part of FIs
to build this database.

 { Keystroke biometrics:�TLIWI�VIGSKRM^I�
a user by their cellphone based on the 
X]TMRK�TEXXIVRW.�;LMPI�XLMW�QIXLSH�
adds an extra layer of security, it is 
not entirely reliable as typing patterns 
can change (for example, if a person 
undergoes physical trauma or injury).

 { Mobile ID document verification: This 
entails using mobile phones to allow 
bank users to authenticate and verify 
physical identity documents, such as 
government-issued IDs. It leverages 
the technology that is now in place 
for banks to enable mobile remote 
check deposit, giving banks a tool 
and technology platform that serves 
E HYEP�TYVTSWI.

MOBILE PHONES TO THE RESCUE!
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THE ROLE OF MOBILE CAPTURE
OF ID AND AML COMPLIANCE

As AML regulation amps up even further, savvy FIs will 
increase their KYC technology accordingly. Institutions that 
use dated technologies are making themselves vulnerable 
XS�EXXEGO.�2SX�SRP]�HS�XLI]�VMWO�LIEZ]�ƤRIW��XLI]�EPWS�VMWO�
having their customer data stolen and losing millions of 
dollars, as was the case with the Bangladesh Central Bank, 
TIWGS�BERO��EGYEHSVŭW�BERGS�HIP�AYWXVS�SV��.4�1SVKER�
�
Chase in their 2014 data breach.

The combination of smartphones and government-issued 
identities creates a powerful and credible weapon for FIs 
XS�ƤKLX�EKEMRWX�QSRI]�PEYRHIVMRK��QSFMPI�MQEKI�GETXYVI�SJ�
identity documents.

Smartphones and government-issued IDs are ubiquitous. 
2IEVP]����TIVGIRX�SJ�TISTPI�MR�XLI�9.7.�LEZI�E�WQEVXTLSRI��
and almost 50 percent own a tablet.27 An estimated 79 
TIVGIRX�SJ�XLI�[SVPHŭW�TSTYPEXMSR�LEW�SJƤGMEP�KSZIVRQIRX�
documentation.28 A growing number of developing 
GSYRXVMIW�EVI�GVIEXMRK�TVSKVEQW�XS�IRWYVI�EPP�GMXM^IRW�LEZI�
ER�-(��ERH�XLI�;SVPH�BERO�MW�[SVOMRK�[MXL�XLSWI�GSYRXVMIW�
XS�GPSWI�XLMW�KET�F]�������[MXL�MXW�RI[�-HIRXMƤGEXMSR�JSV�
Development Initiative.

Mobile image capture of identity documents uses 
EPKSVMXLQW�XLEX�GER�GSRƤVQ�MJ�E�HSGYQIRX�MW�E�PIKMXMQEXI�
KSZIVRQIRX�MWWYIH�HSGYQIRX.�3RGI�XLI�MQEKI�TEWWIW�E�
GIVXEMR�UYEPMX]�PIZIP�XLVIWLSPH��EPKSVMXLQW�GER�VIGSKRM^I�
and classify government IDs from around the world. 
After the image has been sorted into categories, the 

-(�ZIVMƤGEXMSR�XIGLRSPSK]�GER�I\XVEGX�XLI�VIPIZERX�HEXE�
XS�EREP]^I�XLI�-(ŭW�GSRXIRXW�XS�IRWYVI�XLEX�MX�MW�E�VIEP�
government-issued document. Mobile capture-based 
MHIRXMX]�ZIVMƤGEXMSR�GER�KS�IZIR�E�WXIT�JYVXLIV.�AJXIV�XLI�-(�
HSGYQIRX�LEW�FIIR�ZIVMƤIH��XLI�YWIV�GER�TVSZI�XLEX�XLI]�
are, in fact, the person represented by the ID by taking a 
WIPƤI�XLEX�MW�GSQTEVIH�EKEMRWX�XLI�-(�TLSXS.�

This process uses a facial comparison to verify that the 
customer is actually a real person and then matches the 
WIPƤI�TMGXYVI�EKEMRWX�XLI�TLSXS�SR�XLI�-(�HSGYQIRXW.�TLI�
algorithms need to take into account potentially challenging 
ID photo quality and that the ID holder’s appearance may 
have changed since the ID photo was taken. All of this can 
be done without the customer leaving their home. 

The new AML regulation supports the use of technological 
WSPYXMSRW��RSXMRK�XLEX�ŰEGGYVEXI�MHIRXMƤGEXMSR�ERH�
ZIVMƤGEXMSR�SJ�HEXE�SJ�REXYVEP�ERH�PIKEP�TIVWSRW�MW�IWWIRXMEP�
JSV�ƤKLXMRK�QSRI]�PEYRHIVMRK�SV�XIVVSVMWX�ƤRERGMRK.�LEXIWX�
XIGLRMGEP�HIZIPSTQIRXW�MR�XLI�HMKMXEPM^EXMSR�SJ�XVERWEGXMSRW�
and payments enable a secure remote or electronic 
MHIRXMƤGEXMSR.ű29

Leveraging these solutions to verify IDs is the clearest 
solution for FIs that wish to be proactive about AML 
regulations. In all likelihood, regulations for AML initiatives 
will only continue to become more stringent. Mobile 
GETXYVI�FEWIH�MHIRXMX]�TVSSƤRK�SJ�MHIRXMX]�HSGYQIRXW�ERH�
its owners allows FIs to screen out potential threats while 
still offering customers the seamless experience they have 
come to expect and value.

��ŝ�7XEXMWXE.�9RMXIH�7XEXIW��7XEXMWXE�1EVOIX�AREP]XMGW�������XS�������-RHMZMHYEPW�SJ�ER]�
age who own at least one smartphone and use the smartphone(s) at least once 

per month. https://www.statista.com/statistics/201183/forecast-of-smartphone-

penetration-in-the-us/.

��ŝ�TLI�;SVPH�BERO��-HIRXMƤGEXMSR�JSV�(IZIPSTQIRX.�(IGIQFIV��������.�http://www.

worldbank.org/en/programs/id4d.

��ŝ�'PEVO�7.�ŰLIZIVEKMRK�(MKMXEP�-HIRXMX]�:IVMƤGEXMSR�XS�7XE]�SR�TST�SJ�2I[�A1L�
6IKYPEXMSRW.ű�*MRI\XVE.�7ITXIQFIV���������.�LXXTW���[[[.ƤRI\XVE.GSQ�
FPSKTSWXMRK�������PIZIVEKMRK�HMKMXEP�MHIRXMX]�ZIVMƤGEXMSR�XS�WXE]�SR�XST�SJ�RI[�
aml-regulations.

https://www.statista.com/statistics/201183/forecast-of-smartphone-penetration-in-the-us/
https://www.statista.com/statistics/201183/forecast-of-smartphone-penetration-in-the-us/
http://www.worldbank.org/en/programs/id4d
http://www.worldbank.org/en/programs/id4d
https://www.finextra.com/blogposting/13095/leveraging-digital-identity-verification-to-stay-on-top-of-new-aml-regulations
https://www.finextra.com/blogposting/13095/leveraging-digital-identity-verification-to-stay-on-top-of-new-aml-regulations
https://www.finextra.com/blogposting/13095/leveraging-digital-identity-verification-to-stay-on-top-of-new-aml-regulations
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About Mitek
1MXIO��2A7(A5��1-T/
�MW�E�KPSFEP�PIEHIV�MR�QSFMPI�GETXYVI�ERH�MHIRXMX]�ZIVMƤGEXMSR�WSJX[EVI�WSPYXMSRW.�1MXIOŭW�-(�
HSGYQIRX�ZIVMƤGEXMSR�EPPS[W�ER�IRXIVTVMWI�XS�ZIVMJ]�E�YWIVŭW�MHIRXMX]�HYVMRK�E�QSFMPI�XVERWEGXMSR��IREFPMRK�ƤRERGMEP�
institutions, payments companies and other businesses operating in highly regulated markets to transact business safely 
while increasing revenue from the mobile channel. Mitek also reduces the friction in the mobile users experience with 
EHZERGIH�HEXE�TVIƤPP.�TLIWI�MRRSZEXMZI�QSFMPI�WSPYXMSRW�EVI�IQFIHHIH�MRXS�XLI�ETTW�SJ�QSVI�XLER�������SVKERM^EXMSRW�
and used by tens of millions of consumers daily for new account openings, insurance quoting, mobile check deposit and 
more. For more information, visit www.miteksystems.com.

PYMNTS.com
4=12T7.GSQ�MW�[LIVI�XLI�FIWX�QMRHW�ERH�XLI�FIWX�GSRXIRX�QIIX�SR�XLI�[IF�XS�PIEVR�EFSYX�Ű;LEXŭW�2I\Xű�MR�TE]QIRXW�
ERH�GSQQIVGI.�3YV�MRXIVEGXMZI�TPEXJSVQ�MW�VIMRZIRXMRK�XLI�[E]�MR�[LMGL�GSQTERMIW�MR�TE]QIRXW�WLEVI�VIPIZERX�
MRJSVQEXMSR�EFSYX�XLI�MRMXMEXMZIW�XLEX�WLETI�XLI�JYXYVI�SJ�XLMW�H]REQMG�WIGXSV�ERH�QEOI�RI[W.�3YV�HEXE�ERH�EREP]XMGW�
team includes economists, data scientists and industry analysts who work with companies to measure and quantify the 
innovation that is at the cutting edge of this new world.

ABOUT

http://www.miteksystems.com
http://www.PYMNTS.com


p. 13

DISCLAIMER

TLI�7XEXI�SJ�ARXM�1SRI]�LEYRHIVMRK�6ITSVXƎ�QE]�FI�YTHEXIH�TIVMSHMGEPP].�;LMPI�VIEWSREFPI�IJJSVXW�EVI�QEHI�XS�OIIT�XLI�
GSRXIRX�EGGYVEXI�ERH�YT�XS�HEXI��4=12T7.'31��1A/E7�23�6E46E7E2TAT-327�36�;A66A2T-E7�3*�A2=�/-2(��E<46E77�
36�-14L-E(��6E+A6(-2+�T,E�'366E'T2E77��A''96A'=��'314LETE2E77��A(E59A'=��36�6EL-AB-L-T=�3*�36�T,E�
97E�3*�36�6E79LT7�T,AT�1A=�BE�+E2E6ATE(�*631�T,E�97E�3*�T,E�-2*361AT-32�36�T,AT�T,E�'32TE2T�;-LL�
7AT-7*=�=396�6E59-6E1E2T7�36�E<4E'TAT-327.�T,E�'32TE2T�-7�463:-(E(�ŰA7�-7ű�A2(�32�A2�ŰA7�A:A-LABLEű�
BA7-7.�=39�E<46E77L=�A+6EE�T,AT�=396�97E�3*�T,E�'32TE2T�-7�AT�=396�73LE�6-7/.�4=12T7.'31�7,ALL�,A:E�
23�L-AB-L-T=�*36�A2=�-2TE6694T-327�-2�T,E�'32TE2T�T,AT�-7�463:-(E(�A2(�(-7'LA-17�ALL�;A66A2T-E7�
;-T,�6E+A6(�T3�T,E�'32TE2T��-2'L9(-2+�T,E�-14L-E(�;A66A2T-E7�3*�1E6',A2TAB-L-T=�A2(�*-T2E77�*36�A�
4A6T-'9LA6�496437E��A2(�232-2*6-2+E1E2T�A2(�T-TLE.�731E�.96-7(-'T-327�(3�23T�ALL3;�T,E�E<'L97-32�
3*�'E6TA-2�;A66A2T-E7��A2(��-2�79',�'A7E7��T,E�7TATE(�E<'L97-327�(3�23T�A44L=.�4=12T7.'31�6E7E6:E7�
T,E�6-+,T�A2(�7,39L(�23T�BE�L-ABLE�7,39L(�-T�E<E6'-7E�-T7�6-+,T�T3�13(-*=��-2TE6694T��36�(-7'32T-29E�
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licensors, and advisers, from and against any and all claims, actions, demands, liabilities, costs, and expenses, 
including, without limitation, reasonable attorneys’ fees, resulting from your breach of any provision of this Agreement, 
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but not limited to, copyright, patent, other proprietary rights, and defamation law. You agree to cooperate fully with 
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by you under this Agreement.




